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Mainframe, Minicomputer, PC, GUI, internet, WWW, Mobile, Cloud, Machine Learning
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software security path
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"My favorite hike begins in a rainforest, near the top of the
island of Kaua'i, which is often shrouded in misty rain."
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Software 57 years (10 in Japan)
Designing Secure Software (book)
—AI at a turning point

=Cultural impact on software
—Security stagnation is worrisome

"Threat models are the best
methodology we have to specify the
security properties of technology,
explain what the design anticipates,
and how protection is provided."



V7 =7 OHEAl Software evolution

HXDOY TN =T L TN AT K AR O T TV r—a
Old school software: thin system, separate applications
B DT TV R NI — I A B —T 2= A RNAZ 7RI B
Modern apps: network interfaces, deep stack dependencies

Ty T T TV DOT T OEMES Web AP, 7L— AT —7
Web apps: modern browser complexity, web API, frameworks
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Interactions and dependencies - shared threat models



X =2U7 1&1L? What is "security”?

X 2VTADERE ? AN VT 2 Security: Definition? Metrics?
BATHITEEL VY TERD Build it in, hard/impossible to add-on later
P —R A7 R 5T dnE Functionality vs Quality tradeoff

A SCEA (ol A Z S ) Requirements & anti-requirements (timely)
B2V T B EI3RE? Why do we have "security experts'?
([0 N N N 4 Even simple aspects seem unknowable

> REWZLIEE A TR’ K > Inherent unfixable flaw

FTATARROFAAE 2 or deep misconceptions?



TX=2UT71DHYJ)  The state of software security
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All software (except for simple code) has bugs.

T AL H—DIEH]: ZOEZZEL T, BZEIIITRU ISR R 000 E T,
Hofstadter's law: Development takes longer than expected, even adjusting for this
law.

X2 VT 413 B BIHITIZZ<, J7 IR,

Security is journey, not a destination.
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Security problems abound: this is fine. What alternative is even being proposed?



BEET VEIL? What is threat modeling?

FEFHEVBHES (conceptual over methodology) <sbHHIZHI. JiHE >
Shostack's Four Question Framework

1. (IZEWHA TWDHD)? What are we working on?

2. UDEZ S| ST AR 50> 2 What can go wrong?

3. FHUTXKL T 2T 50D7H? What are we going to do about it?
4, FHTITRWKEZLTZ)>? Did we do a good job?

IR DT MITEF 2T (10> TRAI R B DRGSR IME I e TU £,

Threat modeling is essential for security: threats awareness precedes protection.

BEfRE DESATYH, I EICAERNCEZ DI ENTELLIWICHIELEL LI,

Everyone involved having basic answers for these 4 questions is a great goal.




STRIDE (1999)
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(abstract categories for InfoSec threats)

P 717 =) — Threat category TF=2U7 )& InfoSec attribute
Spoofing 7204 £L Authenticity B IEM

Tampering XX A Integrity 5241

Repudiation 578 Non-repudiability 378 HEME
Information disclosure | HiwHE Confidentiality #§% M

Denial of service %h—E R Availability 7]

Elevation of privilege #E[REF-4% Authorization 7Kz8




RimEE VR Objections and excuses...
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HAREROERK Japanese cultural factors

BT T VORI EE N SO —EZ VAN~ List (partial) of potential influences
1. SEBEEFWEPLPIEE (2#) Perfectionism and failure avoidance
2. EMFHFILEZEAE  Group harmony and conflict avoidance
3. [EELEDFF] (JoiEl%TE) Hierarchy and seniority
4. RHREHEREIO(EEZE  Long-term employment and tacit knowledge transmission
5. 7t REMOE B (#E) LBEfFOEIT Process-oriented management and precedent
6. [HHAED 1B NI ik Overcoming difficulties through hard work and effort
7. EEFLFEFREBHTRL Customer-centricity and hospitality
8. VAZELEELFEREDSH L TTiE~DVWELT Risk avoidance and proven methods preference
9. SIEDOBER, i Vague language vs explicit expression, humility

10. FfEHE Defer to experts vs "My Way"

(ZHLL B, RiU&HSHTLLED) ... and doubtless many more
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Future evolution of threat modeling
BT VI L RSN TS BRHL~LIERE)

Threat Model recognized as essential (adoption level unknown)

NPT T L ()

Public Threat Model (position paper)

Aoz —var W (VR —RUDER > AT LD
Communication, Composition (component threats > system threats)

IR (B AR ) 1297 %) BROEM I wett (A Ebz TREIC§72)

Standardization (eases comprehension) & Machine readable (enable automation)

P HT (712X, LLM)
Machine analysis (algorithmic, LLM)

MR 7R B (2 — N i, BE A )
Continuous monitoring (code quality, audit logs)



ZBEHT VEANBLED! Publish Your Threat Models!
AUy MIfERZ 1320 RFS The benefits far outweigh the dangers

Threat modeling has long guided software development work, and we consider how
Public Threat Models (PTM) can convey useful security informatien:to others. We list
some early adopter precedents, explain the many benefits, address potential objections,
and cite regulatory drivers. Internal threat models may not be directly suitable for
disclosure so we provide guidance for redactionand review, as well as when to update
models (published or not). In a concluding call to action, we encourage the technology
community to openly share their PTMs so the security properties of each component are
known up and down the supplychain. Technology providers proud of their security
efforts can show their werk for competitive advantage, and customers can ask for and
evaluate PTMs rather than'be told “it's secure" but little more. Many great products
already have fine threat models; and turning those into PTMs is a relatively minor task,
so we argue thisshould (and easily could) become the new norm.



PEZ 7R Call to Action
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Raise awareness of cultural influences: software design, building, and use.

X2 T 4 HFHEL MRV BINC L > TEMAZE ~DRFEZES T,

Rethink security; reduce expert reliance by broad participation.

LT WG T T2 DFEFLLWITETT, 4 H Thigh EL X9,

Threat modeling is a great way to start making a difference: get started today.
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Questions for discussion (or please ask better ones)

1. BEETVTIEY 7N =7 X 2 DT AR A RTZEHE L TRV 2
UNconvinced threat modeling is essential to software security? (discussion)
2. BWET VT ZEDIDTHEES D EEVE, Blam, FER, RETIE?
How to promote threat modeling: importance, theory, practice, doing it?
3. BEETVT O K AT FREFI I T2
What are the major obstacles to widespread threat modeling?
4. BTV T AARREHE OY 7N 27 EFUTE DI IGS T o0 ?
How to adapt threat modeling to Japan's unique software practices?

5. BEET VT HEIRS>THEBNTEE T 7? How can I help?



HNPEITINELT! Thank you!
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Loren Kohnfelder
https://designingsecuresoftware.com/jp



